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IPsec
Internet Protocol Security

About IPsec
IP Security (IPsec) is a framework of open standards defined by IETF to provide high-quality,
cryptography-based security for IP communications. It is a Layer 3 VPN technology that transmits
data in a secure channel established between participating peers. Such a secure channel is usually
called an IPsec tunnel.

IPsec protocol framework
IPsec is not a single protocol. It is a security framework that contains security protocols (AH and
ESP) and key exchange management protocols (IKE and IKEv2).
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Operating mechanism
IPsec operates as follows:
1.

The IPsec peers determine the data protection and authentication policy (including the security
protocols, authentication and encryption algorithms, keys, and the key lifetime) and establish the IPsec
tunnel accordingly, using one of the following methods:
 Manual configuration: Configures all settings for the IPsec tunnel through commands. The IPsec
tunnel is established immediately after the configuration is complete.
 IKE negotiation: Uses IKE to negotiate an IPsec policy automatically. After IKE is configured, data
flows from the sender can trigger the setup of the IPsec tunnel.
 Quantum encryption: Obtains quantum keys from the quantum key server to negotiate an IPsec
policy automatically. After the required configuration is complete, data flows from the sender can
trigger the setup of the IPsec tunnel.

2.

The IPsec peers use the security protocols to encrypt and authenticate the packets sent and
received by the IPsec tunnel for secure transmission of the packets over the Internet.
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Application scenarios
Secure connections between LANs
A branch establishes an IPsec tunnel with the headquarters or with another branch for secure
communication. Secure connections between LANs primarily fall into the following types:
 P2P VPN - IPsec tunnel: IPsec tunnel established between IPsec gateways to protect IP
packets between LANs.
 P2P VPN - L2TP over IPsec tunnel: Packets are encapsulated by L2TP and then by IPsec to
protect L2TP packets between LANs.
 P2P VPN - GRE over IPsec tunnel: Packets are encapsulated by GRE and then by IPsec to
protect GRE packets between LANs.
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Secure remote access for mobile users
Remote access refers to mobile users (such as traveling staff or partners) connecting to the core
network through insecure networks to access internal resources on the core network. Mobile users
can remotely access the headquarters through L2TP. L2TP communication is not secure because
L2TP does not support encryption. To resolve this issue, you can deploy an L2TP over IPsec tunnel
between the user and the IPsec gateway to secure the communication by using IPsec.
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